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1. ntroduc on 

A cybersecurity incident can have a significant impact on any organisation for an extended period 
of time. For a school, this can range from reputational damage and the cost of restoring systems 
from existing backups, to major incidents such as loss of student work, disruption to learning 
platforms, or restricted access to safeguarding systems. Such incidents may result in data 
protection breaches, regulatory consequences or inspection concerns. 

This Cybersecurity Policy outlines Elsley Primary School’s guidelines and security provisions 
designed to protect our systems, services and data from cyber threats and to ensure effective 
response in the event of a cyber incident. Cybersecurity arrangements support the school’s 
safeguarding obligations by ensuring access to safeguarding systems remains protected and 
resilient. 

 

. Le isla on and Standards 

This policy is informed by: 

  

  

  

  

  

 

3. Scope of Policy 

This policy applies to all Elsley Primary School staff, governors, contractors, volunteers and any 
other individuals granted permanent or temporary access to school systems, devices or data. 

 

4. oles and esponsibili es 

 
 

The Headteacher retains overall accountability for cyber security, supported by the Online Safety 
 

All users are responsible for the security of their own accounts and devices. 
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 Change their password immediately; and 
 

without delay. 

  

Personal accounts must not be used for work-related purposes. 

-
appropriate. 

 

5. Risk Management 

the school’s risk management processes. 

Cyber-
 

 

6. Physical Security 

Elsley Primary School will ensure appropriate physical security and environmental controls are in 
systems. This includes, but is not limited to: 

  

 Locked rooms when the school is closed 

  and temperature control -
where required. 

 
7. Asset Management 

the school will maintain asset registers for: 

  
 eg servers, switches, PCs  

These registers will support monitoring, maintenance and risk management. 
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8. Devices 

To ensure the security of all school-issued devices and data, users are required to: 

  

  

 Report lost or stolen equipment immediately to the Leadership Team 

 Change all relevant account passwords if a device is lost or stolen 

 Report suspected threats or security weaknesses to a Leader, or Online Safety Lead 

 

 

  

  

  

 - -  

  

  

 Autorun disabled 

  

 

9. Data Security 

 

 

  

 Special Category personal data 

  

-2-1 backup methodology: 
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10. Sharing Files 

Elsley Primary School recognises the security risks associated with sending and receiving 
 

 
may have been compromised 

 
 

 -managed systems wherever possible 

  

  

 
 

 Alert the Leadership Team or Online Safety Lead immediately of any suspected breach, 
malicious activity or scam. The Data Protection Officer will be notified where appropriate 

 

 

11. Training 

Elsley Primary School recognises that maintaining a high level of cybersecurity requires ongoing 
 

The school will: 

  

  

 Promote a ‘no blame’  

  

On a half-termly basis, the Leadership Team and/or Online Safety Lead will issue a phishing 
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12. System Security 

 

This includes: 

  

  

 -virus systems 

  

  

  

 

13. Major Incident Response Plan 

school’s wider Business 
 

 

 Key decision-makers 

  

  

  

  

  

 

14. Maintaining Security 

Elsley Primary School recognises that the cost of recovering from a major cybersecurity incident 
 

The school will therefore allocate appropriate resources to maintain secure infrastructure and 
minimise cyber-related risk. 


