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Zoom Etiquette

If you can not hear me speaking, meke sure you have clicked Join Audio i
Please stay on mute during the workshop. % a0

You can contribute and ask questions in the Zoomchat. 8
Please have your camera tumed on if you can E]

This sessionis for parents and carers only. I
We will be recording this session for parents who can nat mekeit. . l)

R

CLICK CEOP Mr J. Fraser Childnet /
e Sy Computing Specialist SR




AGENDA

The Internet — The Good, The Bad and The Ugly...
What are your children doing online?

Sharing Too Much Information

Getting a Grip on Gaming

The Reality of Cyberbullying

Is That Real?

Support for Parents and Children

Online safety at Elsley Primary School

Q & A and Evaluation




THE INTERNET IS
AN AWESOME

PLACE!




THINK ABOUT HOW
IT’S CHANGED THE
WAY WE

SHOP




THINK ABOUT HOW
IT’S CHANGED THE
WAY WE

COMMUNICATE AND
SHARE




THINK ABOUT HOW
IT’S CHANGED THE
WAY WE

FIND OUT
INFORMATION 2
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THINK ABOUT HOW
IT’S CHANGED THE
WAY WE

DELIVER TRAINING!
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Tipton man who posed as child
abuser online jailed

A man stole images of people's children from Facebook and then shared
them online, pretending he abused them.

ise his credibility child sex

Firstfield Rq
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Online hate speech rose 20% during
pandemic: 'We've normalised it'

By Michael Bages

Coronavirus pandemic

GETTY IMAGES

Online hate speech in the UK and US has risen by 20% since the start of the
pandemic, according to a new report.

Online grooming: 'The most distressing
experience of my life'

GETTY IMAGES

"It's definitely had a negative impact on her home life,” said the gir''s mother

Legislation to protect children and young people from being groomed online
should be introduced in the new year, according to the NSPCC.

One mother. whose daughter was targeted online aged 11, said their worid had
been "turned upside down".

Instagram biggest for child grooming
online - NSPCC finds

© W [ < shae

GETTY IMAGES

Sex offenders are grooming children on Instagram more than on any other
online platform, a charity has found.

Police in England and Wales recorded 1,944 incidents of sexual communication
with children in the months to September 2018, the NSPCC said

Instagram was used in 32% of the 1,317 cases where a method was recorded
acebook in 23% and Snapchat in 14%

Instagram and Facebook said they "aggressively” fought grooming, while Snapchat
said it was "unacceptable”

Following pressure from campaigners, sexual communication with a child
became an offence in April 2017

In the 18 months that followed, more than 5,000 online grooming offences were
recorded by police, according to the data gathered by the NSPCC

Grooming cases at record high amid
online safety laws delay

Shiona McCallum & Zoe Kleinman

Tens of thousands of online grooming crimes have been recorded during the
wait for updated online safety laws.

Campaigners are urging tech companies and MPs to back the Online Safety
Bill and are calling for no more hold-ups

The bill, which aims to crack down on illegal content, has faced repeated
delays and amendments.

Gaming addiction classified as
disorder by WHO

@2 January 2018 - B Comments

By Jane Wakefield

Gaming addiction s to be listed as a mental health condition for the first
time by the World Health Organization.

Credit: BBC News

ut it has a

Bereaved parents win online harm

battle

By Henry Zeffman

Parents of children who may have died due to online harm have won their
battle for tougher powers to investigate tech companies.




 How to keep yourself safe on all devices that connect to the internet.
« Knowing how to protect your identity and data.

* Understand the risks of interacting with others online
« Being aware of the content you may encounter

« Knowing what to do if you have problem.

Schools have a legal duty of care to try to protect pupils, not just from
online predators, but also from other online risks such as cyber-
bullying, fraud and pornography. It's a tough ask. Most schools monitor
Internet use and rely on filters to block certain sites, but censorship
alone isn't enough. EDUCATION IS KEY!



What are the risks?
THE 4 C’S OF ONLINE SAFETY

Being exposed to illegal, inappropriate or harmful words,
images, videos or audio.

Content

Contact Being subjected to harmful online interaction with other users.

Their online behaviour causing harm or offense.

Conduct

)
—

What do you think
these could look like

Risks with a financial or contractual element for your children?

Discuss.




Quiz Time!

You are going to see 7 statements.
You have to pick which risk the statement would come under.

Content Contact Conduct

Be honest and keep track of your own score!



QUESTION 1

It Is important for children to realise
that new friends made online may not
be who they say they are.

4 )
N j




QUESTION 2

Children need to be aware of the impact
that their online activity can have on
both themselves and other people.

4 )
N j




QUESTION 3

Spending money, sharing data ar

beling exposed to ads can happer
many apps and online platforms.

4 )
N j

d
across




QUESTION 4

If a pupll's found to be the subject of
online inappropriate sexual interactions,
you must report It to the police.

4 )
N j




QUESTION 5

Some games and services are age-rated
or age-restricted. Common Sense Media
IS @ good place to get advice on this.

-
-

Conduct
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QUESTION 6

Some children feel pressure to spend
money on Iitems or merchandise,
particularly in games.

4 )
N j




QUESTION 7

Children need to consider the reliability
of online material and be aware that it
mMight not be true.

4 )
N j




How did you do?

What was your score out of 7?



Why Commerce became a risk...

Dad horrified at £4,642
gaming app bill

® 3 July 2020

STEVE CUMMING

By Tim Johns
The Jeremy Vine Show

A father who initially paid £4.99 for his 11-year-
old daughter to use a smartphone app was
shocked to discover a bill for thousands of
pounds a month later.

Steve Cumming, 72, said he let her make what he
thought was a one-off payment on his debit card
to a firm called Roblox.

After looking at his balance a month later, he saw
thousands had been charged.

Holiday plans cancelled

"When | first logged in nearly a month later | was
astonished to see hundreds and hundreds of
separate transactions, all between £0.99 and
£9.99. | couldn't understand it. | thought I'd been
scammed."

He realised he had lost about £3,500 so he
phoned his bank, HSBC, to cancel his card. Despite
doing that a further £1,000 or so left his account
and was paid to Roblox via Google Play, he says.

Mr Cumming didn't realise his bank account was being
charged with purchases from within the game

"My daughter was really upset when we told her
about the financial consequences. She thought
she was playing with monopoly money - it didn't
seem real to her. How can these companies be
allowed to trap minors in these games? To trap
people who are vulnerable?" he said.

He said he also thinks the government should step
in and change the law.

Credit: BBC News



A "Prime" example of the strength :
of influencer marketing

A Gen Z craze

The

Prime, which launched in
the US, UK and Australia

last year, became the ~ AP » A Rkos0OUS

most sought-after energy

drink when YouTube ' s T\~ 3 i oower of

content creators, Logan

B QE/CA" \,‘ _ Y ] .
Paul and KSI, promoted it. ‘A AT g o~ influencers

With a subscriber list of 47 ‘ | ‘
million, the brand began to \ N/ / .
trend, with Gen Z | . ' J
especially keen to get their =
hands on the drink, | { O
. oncerns nave peen raisead abou e levels : [ —

G have b d about the level /
leadlng to thousands of of caffeine in Prime and whether the o
people happy to queue electrolytes in Prime are suitable for

overnight to get a bottle. children.




The stats speak for —
themselves e

sracist or
hate messages

R online.
Onein fivesto

11 year olds and
seven in ten 12

over 11,000 counselling

th young people who

3,700
counselling
sessions wit

children

Source: Ofcom, NSPCC
Livingstone, Lilley et al,
McAfee, Martellozzo et al

> l\ !



O

Media use by age: a snapshot

3 4 17% have their own mobile phone

To go online: 39% use a mobile phone, 78% use a tablet and 10% use a laptop

89% use video sharing platforms

32% use live streaming apps/sites

50% use messaging sites/apps

21% use social media and 24% have their own social media profile

18% play games online

81% watch TV or films on any type of device other than a TV set (85% on a TV set)
47% watch live TV vs 72% who watch SVoD?

28% have their own mobile phone

To go online: 50% use a mobile phone, 83% use a tablet and 27% use a laptop

93% use video sharing platforms

39% use live streaming apps/sites

59% use messaging sites/apps

33% use social media and 33% have their own social media profile

38% play games online
74% watch TV or films on any type of device other than a TV set (88% on a TV set)
48% watch live TV vs 77% who watch SVoD!

60% have their own mobile phone

To go online: 71% use a mobile phone, 79% use a tablet and 55% use a laptop

95% use video sharing platforms

54% use live streaming apps/sites

84% use messaging sites/apps

64% use social media and 60% have their own social media profile

69% play games online
79% watch TV or films on any type of device other than a TV set (90% ona TV set)

51% watch live TV vs 76% who watch SVoD!
32% have seen something worrying or nasty online &
32% were able to correctly identify sponsored search results Q

https://www.ofcom.org.uk/__data/assets/pdf_file/0024/234609/childrens-media-use-and-attitudes-report-2022. pdf



Digital Life Vocabulary!

Do you know the online safety lingo? How many had you heard of?

online forms of contact such as social
media or messenger apps.

Catfishing

ts where someone steals your photos
and uses them as your own, usually in a
bid to meet other people on the intermet
or to trick or fool someone

Grooming

When a stranger tries to start a
relationship with a child for unlawful
purposes; this can happen online or
offline. Also see online grooming

Trolllng

fun. One in four
idents online last -Cal
3 wake-up C
on the mpact of i

Hacker

HMackers aré p2ople who gain
unauthorised access to data, remotely
using a computer or mobile oevice,

Short for ‘malicious software’. Programs that
damage your computer (viruses), steal your
Personal Iin ormaton ( n’ulf(‘ ) play
anted ns ( .)Jh.l’L‘l Of exXpose your
hackers (Trojan horses)

Is sending. receiving, or forwarding sexually

explicit messages, pho oqn'ﬂ $ Of ima
primarily between mobile phones. It may
also include the use

digital device

Clickbait

eans what you think it means. bait for
;I (5. IU's 3 link A enticesyou tlocC
1. Usually refernng to YouTube videos with
chckbant’ lties 10 draw users attention 10 get
more views on a vwéeo

Hashtag

A hashtag s a word or an unspaced phrase
prof with the hash symbol #_ It is used on
social networking sites like Twitter 10 tag and
group messages from different people about
8 common 10pic

)




Your children’s
Online Habits

O

/

-

@)



What does your child read before bed?
/O How could this be prevented?




Quiz 2 - How many of these digital logos do you recognise?

17 18 19 20 21 22 23 24



I % of 3-17s

\
i I \ ' G YouTube _ 89%
O TikTok -50% Why do yOu

J{} Snapchat 429,

B think these are

inc. Direct

ook [ <o the most
| racerime [ 3296
popular apps?

\—/ Twitter . 13%

N”

| ‘ ‘ ‘ / / https://www.ofcom.org.uk/__data/assets/pdf_file/0024/234609/childrens-media-use-and-attitudes-report-2022.pdf



What are these? What do they mean?




How could your child be communicating
with strangers online?

E-mail

Instant/Direct Messaging (WhatsApp)
Social Media post

Blogging / Vlogging through YouTube

Verbal / Text / Video Communication
through online gaming

Video Communication through Skype /
Zoom / FaceTime / Instagram / TikTok

Exchange images / video clips by
phone such as Snapchat

Comments on posts/updates/photos




n Advice on online contact and grooming

Discuss online friendship with your child - make sure they understand that a person
they've never met face-to-face is still a stranger. Discuss what kinds of information they

should avoid sharing with strangers.

Ensure they know they can come to you if they have any worries or concerns.

If you have an suspicions whatsoever about someone who is in contact
with your child online then report it to CEOP.

You will be shown how to report to CEOP later in this presentation.




f Social Media Age Limits T“he

The minimum age to open an account on
Facebook, X (Twitter), Instagram, Pinterest,
TikTok, Tumblr and Snapchat is

For Whatsapp, it’s

For Tinder and Hinge it’s

YouTube requires account holders to be
out al year old can sign up with a parent’s
oermission.




Zigazoo
(3 ag=5+ ke

Creative challenges, social media for kidswith purchases

Diewices: iPhane

Azoomee - Kids' Games & Videos
(o ages+ drddd

Fun, safe space to play, learn, communicate.

Kinzoo Messenger for Families
GF agedt wrddw

Zute communications platform puts safety first.

blinx
@ aged+ i

Simple way for families to share fun pictures and stories.

Andraid (201%)

Geckolife
(H ages+ Hdraw

Safer social media option for family sharing.

Dievicms: iPhone 2d , Andraid (2014

PK XD - Explore the Universe

Cocoon - A Space for Family
(o age 10+ wrdrdwr

Social media sharing for cloze-knit groups and families

Dievvices: iPhane,

(- age10+ Hddhdw

Pusic and social networking combine in safe, cool hangout

URL: htta: e franictovwnrocs.comy (| 201 2]

Girl2Girl Wall
(6 aze 10+ ek

Bully-fres zone for girls to start social networking.

Diesvic

Home Base by Scholastic
(o age 10+ wrdrdwr

Book series fans mest. play in kid-friendby virtual world.

Dievvices: iPhane,

Sweety High
(F ag=10+ wkdok

Closed social network for girls is strong on privacy.

vhighucom (20100

Kidzworld

ocial Media sites
for kids

Aimed at children.
Never 100% safe.

https://www.commonsensemedia.org/lists/safer
-social-media-and-messaging-apps-for-kids

Village-Safe Social for Family
(F age13+ wdrddk

Social tool gives parents oversight and kids some privacy.

Xooloo Digital Coach for teens

=
" . Chgital .
m (F aged+ wwaw (& ag= 11+ *dkhk Co F agel3+ waw

Usage tracker has good intentions but can feel intrusive

Kid-zafie virtual weorld with in-app purchases. Well-monitored site where kids uphold community standards.

D

UIRL: hitaikidzwarid.com (2007)




Sharing too
much
information

What is risky about
this photo that was
posted online?

=




® cxifdata

SUMMARY IMG 4222JPG

Make
OETAILED - Mode
- Aperture
LOCAT'ON Exposure Time

UPLOAD .. Focal Length

Hash

File Size 18 .

) File Type PE(
% “:“‘ MIME Type e/ ipeg O

. Image Width S

Information

Encoding Process f | ]
Bits Per Sample H o I
hidden in photos
X Resolution ;
Y Resolution
Software
YCBCr Sub Sampling
Camera Exposure Program ]
Date and Time (Onginal)

GPS Position Metering Mode

Date of Creation Sensing Method

Exposure Mode
White Balance
RESONtion Focal Length In 35 mm
e Format
Scene Capture Type
Time Created
F Number

Exposure Compensation

S0
Orientation ta
AMP Toolkih XM

Creator Tool







Meg Callahan Find My Friends

2N
o

_East Palo Alto

—_—

Palo Al 880
| L7 St;n\.fog 101 SNMilpitas
o T
U S Army Reserves

Recruiting alley

RISKS OF LOCATION
SERVICES

S )
“Mountain V_i.e‘v_\./‘_’ oSunnyvaIe
O s san 0@ This can be beneficial for
‘e upert .
Gamebell @ parents but a risk for
o "t
S'”MUQJ 3 w StrangerS|oo
Patrick Callahan
Target for street robbery
Meg Callahan
Sharing location unwittingly
V * 0‘3 Scott Lopatin Photos have locations
attached
Biki Berry
Photos/Videos shared
"y, Me and then stolen




Lost control

® ALL images sent on any
device can be captured!

*® Video conferencing can be
captured!

®* Once you send it to ONE O
friend or post it to ONE site,

you’ve lost all control of
where it goes next! /
®)




Online Sexual Harassment

Unwanted sexual conduct on any digital
platform.

Recognised as a form of sexual violence.

Can happen between children and
young people.

Could take the form of images, videos,
posts, messages etc.

Can make people feel threatened,
exploited, coerced, humiliated, upset,
sexualised or discriminated against.

\‘\‘\‘\\ LR
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Sharing nudes

Also know as sexting.

Taking or sharing nudes can include
partial nudity or sexually explicit
images or videos.

If the person in the image is -18,
then itis illegal.

It is illegal to create, distribute or

possess an indecent image of a
child.

Police take a common sense
approach and are not seeking to
criminalise young people.

A younger child who has access to a
camera phone may not understand
the consequences of sending a
photo of this nature to someone.




Sharing nudes

 The emotional and reputational
damage of an explicit photo can be
traumatising for the victim.

e The Internet Watch Foundation
(IWF) works hard to remove child
sexual content from the internet.

 Whilst 11-13 year olds represent
the biggest proportion of these
kinds of images found online,
there’s been an increase of images
containing 7-10 year olds.




Advice on nudes and sexting

Discuss sexting with your child - ensure they know that once this kind of content gets out
there, it's very difficult to get it back and the consequences of this can be very upsetting.

Make sure they know they can talk to you if they have any concerns or worries.
Try to remain reassuring and non-judgemental.

With younger children, discuss which parts of their body should be kept private.

Do seek advice from your child's o, Do report to the Police or CEOP if you

school if you need further support. have any suspicions about the
involvement of an adult or think you

child has been coerced.
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TIPS WHEN GIVING CHILDREN
A MOBILE PHONE

A good time to allow your child to have a phone is when it is
needed. i.e leaving the house alone — starting secondary school

Before buying a mobile find out what functions it has — Internet,
private messaging, built in applications e.g. Location services

Set parental controls where required — talk to the service provider

Do not allow mobiles in the bedroom at night; insist that they need
to be charged overnight in your bedroom or the kitchen



~ — B \ ~ - — —
o = S ’ SN \ . ~ R
< P S s R * N
___ Y ‘
— ! 4 o TS > )|
3 " NG ;i
o :
/

O

GAMING

What games do your
children play?



PEGI .
N DNENTIOJOL {

PEGI (The Pan-European Game Information age rating system) was established in

2003 to help European parents make informed choices

™

f "s, Violence - Game contains depictions of
ﬁ" violence
N

Discrimination - Game contains depictions of, or material which may

encourage, discrimination

O

Sex - Game depicts nudity and/or sexual behaviour or sexual
references

Drugs - Game refers to or depicts the use of drugs @

Fear - Game may be frightening or scary for young children @)

Bad Language - Game contains bad language

B K ™R 2
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Do you know what these
4 games are rated?
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More and more children in the school are talking about playing the game
‘Fortnite’. Whilst we understand the game is very popular, it is also highly
addictive and unsafe if played without strict monitoring. The game is rated for
aged 12 which means it is not recommended for any child at primary school.
However, children as young as 5 are saying that they are playing everyday.

A battle royale game is an online multiplayer video game genre that
blends last-man-standing gameplay with the survival, exploration and
scavenging elements of a survival game. Battle Royale games involve
dozens to hundreds of players, who start with minimal equipment and then
must eliminate all other opponents while avoiding being trapped outside of a
shrinking "safe area" or "safe zone", with the winner being the last player or
team alive.



O

Although these games are marketed to be the
‘coolest’ games out there, they are not suitable for
primary aged children.

ASSASSIN'S

CREED

lv‘ o '
:
v y
. &

The €lder Scrolls V

wixxt o over 1ehrks of
Tue 1iaK avakis
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Are you happy for your child to be viewing
content like this? What could be the impact?




O

Grand Theft Auto V N

m&- ) ‘ },:

sﬂ'!ﬂm

s

www.pegi.info

It contains lots of sexual content including
strip clubs which offer topless dancers.

You can pick up prostitutes on the street
and have intercourse with them in your car.

You can work as a freelance paparazzi
taking pictures of celebrities, next thing you
know you’re actively taking pictures of an
outdoor sex scene.

actively take part in torture by pulling out
some teeth, breaking some kneecaps and

There is plenty of violent killing and you l)
applying electricity to your victims. /



No way!
I’'m also
a9 year
old girl!

If you’re not talking to your real
friends...

Who are you talking to?



@ Age Ratings

Content Rating

Rated PEGI 18 because it features graphic

violence against wvulnerable and defenceless 1 8
characters, motiveless killing of innocent
characters, who may be shot, beaten up or run """
over. Encour of i and use of strong
language. There are also scenes of torture in which a variety
of tools may be used to cause maximum injury. Violence is
strong and graphic. For example, incendiary bullets may set
characters on fire, who then writhe on the floor screaming in
pain. There is sight of wounds on bodies. The game also
includes use of strong language (*'@7* and ='@?*'). The
game also includes use of illegal drugs, including the

e @ 5 [ Tt of in a lab. It also contains

sexual scenes, without visible genitals.

ey (@)

Home Discover Gomes Video Gomes Boord Gomes About

Posted: 2 years 390, ast updeted 5 weeks aga.
Author, @GeesDacGarmer, > Robestoon and e Kenal.

A, Overview # Game Details
Grand Theft Auto is » saies of act you trave around one it
large locaton taking partin dfferent criminal actvties:pulling off hests, withlots of 2019

particularty technically impresaive examplo
games, which can be credited o its huge development team and budget. Similar

User-Generated Content: This game includes content
created by other players, such as maps, outfits and items,
that are not reflected in the game rating.

‘games include Siseping Dogs, which is set in Hang Kong, and Saints Row IV, whi
i o games. Players: 1 (30 online}.

Users Interact The game enables players to interact and
communicate with each other, so may expose players to

of three criminals: Michael, 3 ich former bank robber (iving under witness protection,  Shoating
Trevor, Michael's old partner in crime; and Frankiin, the youngest of the three. The  Accessibllity: 26 festures
single-player campaign sees them team up to Commit Crimes, Developer: fockstar Games
relationships — with each other and with people outside of the group - are heavily  (@FlockstarGames)

tested.

language usually associated with older rated games.
Video Games Like Grand Theft Auto V

Our experts have hand-picked the following similar games. These are similar to Grand Theft Auto V in how they play or their theme. These
are good alternative games to Grand Theft Auto V, or are a younger rated alternative for players not ready for PEGI 18 or ESRB MATURE
17+ games.

Family Gaming
Database

* Read game reviews
 Game Finder

Age appropriate
alternatives

www.familygamingdatabase.com




!4 CHILDREN NEED TO TAKE ~
~ RESPONSIBILITY FOR WHAT
L THEY PLAY...

®* When they hear about a game or find one
they want to play it, they should check it’s
PEGI rating and content warnings to see if it
is suitable for them to play.

® Speak to their parents or teacher about it
and discuss whether they should be playing
it or not.

* Take responsibility as to how long they play
games for and what time they play them
until.

®* Don’t play a game just because they hear
everyone else is playing it.

* There are plenty of games out there with
a 3 or 7 PEGI rating...




N Plenty of good games rated 3 & 7
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CAN YOU MATCH THE PLAYER TO
THEIR GAMING PROFILE PICTURE?




TIPS FOR GAMING

Leave all gaming devices in a family space.

Open up communication - talk to your child about the
sites they are using and why they like them.

Explain that people lie online and they are not always
who they say they are.

Explain that people can be mean online and don’t
always have their best interests at heart.

Ask them to never give out personal information.
Set parental controls.

Set time limits on how long they can game for. Allow
time for non-technology based activities and allow an
hour ‘screen free’ time before bed.



“l am being bullied by a
girl at school. She

has taken photos of me
and posted them on
Snapchat calling me fat
and ugly and how | will
never have a boyfriend. |

Cyberbullying, like other forms of 7, _
bullying, affects self-esteem/self- & 7 e N have been having suicidal

confidence and can have a

detrimental effect on mental health Ll e ¥ thoughts as this glrl is

and wellbeing, in the worst cases i i e ¥ “E day | wak d t t hool d about
) ’ C4 : \ rea" o ular and she has =4 very day | wake up scared to go to school, scared abou
Ieadlgg to self-harm and suicide. y pop : \ the comments people will make and scared about walking

turned my whole year : home. Then I get in and

& » = . log onto my social networking site and there are horrible
agalnSt me. (Glrl, aged 14) g messages everywhere. It’s like there’s no escaping the
gonne t arel bullies. I’'m struggling to cope with how upset | feel so
sometimes | cut myself just to have a release but it’s not
enough. | can’t go on like this.” (Girl, aged 13)

O

ONLINE BULLYING




/Young people \

need to know
what to do if they
or their friends
are victims of

gbullying. /

/Children need to\

[ J
Online
understand their °
online actions B u I Iyl ng

can be just as
hurtful as offline




v Advice on online bullying

Discuss online bullying with your child - teach the importance of online respect and
make sure they know they can talk to you if they have any worries or concerns.

If they are a victim of this type of behaviour:

Don't deny your child access to a device
or service. They may feel punished when
they're already the victim.

] Do save the evidence

B Do report to your school/ the police

: :
Do use online tools to report and block &3 Don'tretaliate.

the perpetrator.
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How to Deal with

Cyberbullying
SAVE

any evidence of the bullying
and show an adult.

messages or the person.

Do not respond to them in any way.

LOG OFF

the site where the cyberbullying
is happening.

to someone you trust about it.




2in 5 pupils
have never
told anyone
about the
worst thing

that has
happened to
them online

LGfL Digisafe 'Hopes and
Streams' report 2018
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2in 5 pupils
have never
told anyone
about the
worst thing
that has
happened to
them online

LGfL Digisafe 'Hopes and
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Why is this?




not believe everything they see online...

| /S
\!)\O Children need to be aware of misinformation and “

Have you noticed anything
interesting about some the
pictures in my presentation?




not believe everything they see online...

| J
\%\O Children need to be aware of misinformation and “

THEY ARE ALL
A.l. GENERATED!
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\ © In the past year there has been explosion of Al tools

@)

@)

including Chatbots and Image Generators

@) o

A chatbot is a software application
that aims to mimic human
conversation through text or voice
Interactions, typically online.

A large language model, like Chat
GPT is a type of Al that has been
trained on a vast amount of text. It
can understand and generate
human-like text, answer questions,
write stories, or even help with
homework.

\

—




/
O X
Although some Al tools are @) Content warning
rated 13 =l d have content This prompt has been blocked. Our system automatically flagged ()
po licies that will block certain this prompt because it may conflict with our content policy. More
h ] k b h . k policy violations may lead to automatic suspension of your access.

req UeStS, thin about the risks If you think this is a mistake, please report it to help us improve.
to children who can access
these tools. Report Go back

Ask me anything... .



Discussing Vocabulary: Al & Digital Life

Terms you
ale SI[s M <alo /A Machine Learning

A part of Al where computers learn from data. It's
like teaching a computer to recognise patterns
and make predictions based on past examples.

Artificial Intelligence (Al)

Al is like a computer brain that can learn, think,
and make decisions, similar to how humans do,
but using computer programs.

Deepfakes

Al-generated fake videos or images that False information that is intended to
allow people’s faces or bodies to be swapped deliberately mislead people
or digitally altered. '

Disinformation

Algorithm Neural Network

A set of instructions or rules that Al follows to ﬁkgogﬁdﬁ(asnyzﬁm “?t ﬁL:SSdtehSégggr?] tﬂ tvevrotric;
solve problems or make decisions. Think of it ' P P

25 & recine a computer follows (o do a task recognise patterns and understand various
P P : inputs like images or sounds.

Data Mining Chatbot

This is like a treasure hunt where Al A chatbot is an app or web interface that
searches through huge amounts of data to aims to mimic human conversation
find useful patterns, trends, or information. through text or voice interactions.




Year 6 Activity Example
Time to be Phishing Detectives...
Investigate the 6 emails/messages

* Can you identify which are genuine and which are
phishing scams?

 What makes you either suspicious of a fake or
reassured that it's genuine?



A new device is using
your account

Hi Mr 1. Fraser

The details




amazon

Your Amazon account has been put on hold, therefore your last
order, and subscriptions will be temporary on hold.

We took this action, because the billing information you provided
did not match with the information of the card issuer data. which is
Violating our terms of service.

Please update your information as soon as possible so you can
continue using your Amazon account.

Update Information

In order to maintain the safety of your account, your account will be
locked until you fulfill the required forms.

You might want to do this sooner, any locked account will be
deleted in order to protect the data from being leaked.

We hope to see you again soon,
Sincerely,
Amazon Team Support




+44 7593 295452

Hi mum I'm texting you off a
friends phone I've smashed mine
and their phones about to die,
can you WhatsApp my new
number 0742255 please x



Netfiix
To

Fw: [Summary New Update] [Statement of Promise] - Update your
subscription payment Sep,17,2020. Order Number: 02378340

Update current billing information

Unfortunately, we are unable to approve your payment
for your next subscription cycle. Because financial
institutions have rejected monthly charges, Netflix
cannot receive payment.

To resolve the issue, Please update your payment
information by pressing the button below.
Try Again Payment

For more information. Please visit the Help Center for
maore info or contact us.




nave some

Amazon on 1k




- Watch who died in an
accident,| think you knew
her so sorry @ https://
sdvideosmk.com/
p7x4S58

& Tap and hold to pin

QO ®@Q ¢ A




Top Tips Summary

® Sender’s Email Address
e Subjectline v <

® Your name in greeting line

® Spelling, grammar and typos - 3
® Suspicious links & attachments

® Unusual requests from people you know

e Fake company logos

® Disconnect from the internet if computer is compromised



Supporting Parentso
and children

C))

= Take an interest in your child’s online
activities and engage with them.

e Adults and children use the internet
in different ways.

= Use technology with them.

» Do not become a ‘sharent’ - lead by
example.

° Talk to other parents about any —
issues.

= Open minded to technology. /

- Ask the school for advice.




What{Parents'&iCarersINeedito;know about

Useful links for parents

ChildNet https://www.childnet.com/

CEOP https://www.ceop.police.uk/Safety-Centre/

NSPCC https://www.nspcc.org.uk/

Childline https://www.childline.org.uk/

ThinkuKnow https://www.thinkuknow.co.uk/

UK Safer Internet Centre https://saferinternet.org.uk/

Internet Matters https://www.internetmatters.org/

National Online Safety https://nationalonlinesafety.com/

School Website

https://www.elsley.brent.sch.uk/curriculum/online-safety

National
Benir Online "
Safety”

- #WakeUpWednesday.



https://www.childnet.com/
https://www.ceop.police.uk/Safety-Centre/
https://www.nspcc.org.uk/
https://www.childline.org.uk/
https://www.thinkuknow.co.uk/
https://saferinternet.org.uk/
https://www.internetmatters.org/
https://nationalonlinesafety.com/
https://www.elsley.brent.sch.uk/curriculum/online-safety

@4 o

Google Family Link
~ Aa ¢

Setting up Family
Link takes approx.
15 minutes.

Set screen time limits

< Benjamin < Benjamin
X 30 min
=]
0}
DAILY LIMIT

BEDTIME EDIT LIMITS

Scheduled

Benjamin's Nexus 5

© Unlocked

3 hr15min

LOCK NOW
APPLY

€ Bedtime

9 PM-7 AM

Lock their device

Keep an eye on

Manage the apps your
screentime

kid can use

e T

1150 AM

4 Managed apps

ALLOWED (8)

6]

See their device location

< Benjamin

Fox Theater

[ ]
NAVIGATE

Set device bedtime

e Screen Time
Parental Control
* Location tracking



Family Link
(Free app)




We use your feedback to help us learn when G
something isn't right.

Nudity  Violence  Harassment

Making a report

Look out for these symbols on the post,

comment or user profile you want to report SEsaEaey S & Choose a

Unauthorised sales  Hate speech reason for

p— ° .
reportin
A —— ° Terrorism () Something else p g
——
* @
Choose a reason for reporting this post

1just dontt like it >
< Report
. Nudity or pornography >

Hate speech or symbols

Violence or threat of violence

nn B L - x 105 oAt e

Sale or promotion of drugs >

Fill out the form with as much detail as
possible and press send to inform the
platform's safety team.

Harassment or bullying >

Intellectual property violation

Report any suspected grooming to CEOP:

Ehia Exploiiation and Online Protiection command
cor

Are you worried about online sexual abuse
or the way someone has been
communicating with you online?

Make a report to one of CEOP's Child Protection Advisors

Should | make a report What happens when | How can CEOP help
to CEOP? =+ make a report? =+ me? =
W you're worried about anline abisse or Oné of our experienced Child Protection Online abuse sffects many children and
been Ad 1l be there to make sure you eue
Betthe help that you need.

j
oy O

Make a report &

victim of you
hoppening to somesne you kanow, Let us know sofely and securely

ceop.police.uk

Follow up inadequate responses to reports on other services here:

REPORT 5
HARMFUL Report Advice
CONTENT

We can help you report:

® ® A

Bullying or Self Harm or Suicide
Threats Harassment Content

@

Unwanted Sexual Pormographic
Online Abuse Violent Content Advances Content

Fmd out more

reportharmfulcontent.com

Report child sexual abuse content to the Internet Watch Foundation

SelectLanguage v Fundraising Resources Contact Members Area Login

Report criminal content HERE )

What wedo  Ourservices Become a Member News & Media ©
' - '

You can anonymously and confidentially report:

Child sexual abuse content
Non-photographic child sexual abuse images

— —

iwf.org.uk




O

An open and honest
dialogue with your
child is absolutely

key.

Talk to them about
their internet use and
let them know they
can talk to you.

Consider setting a
family agreement to
open discussion.

Establish boundaries
and your
expectations as a
family.

Familiarise yourself
with safety and privacy
settings on the
services your family
uses.

Learn how to report,
block and mute other
users on games and
social media.

Besources

;onts and Carers Toolkit

Three resources that offer proctical tips:
and advice on differant aspects of keeping
your child safe online.

Download the full Parent and Carer Toelkit here:

Help 0nd Advee

How to make a report

Reporting advice for adults and young
people. Find out how to report on popular
online services.

What can | report?

What are PEGI age Ratings?




PRO ECT / The Adventures of

Smartle the Pengum

LIE:

Bt TS ST A Gy

Y-
f The Phisher

AN UNDERWATER ADVENTURE

& @

Links will be available in the handout ’



Poster in handout
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Online Safety at Elsley Primary

* Online safety topic taught frequently within the curriculum

» Staff and Children Acceptable Use Agreements signed A

*  Pupils have access to online safety resources through The Elsley

Internet Hub

*  Autumn term: Online Safety Display Competition
Spring term: Safer Internet Day Assembly and activites

Online safety training for parents and all staff

Online safety policy updated annually

Digital Leaders (Year 4 — 6)

Online safety incidents logged within our Safeguarding systems. ~

Staff only use appropriate websites, LGfL filtering blocks inappropriate sites. Pupil information can only
be accessed by those in the school. O

*  Online safety display in the Computing Suite. SMART rules and Cyberbullying /

Supportive posters are displayed in classrooms.

>




Thank you for coming.....

Any questions?

Please complete the
Session Evaluation
in the chat:
https://forms.gle/DCFu93o0eaudiXXTg8



https://forms.gle/DCFu93oeaudiXXTg8

