
Keeping Children Safe Online
07/02/24          09/02/24

Mr J. Fraser

Computing Specialist

Zoom Etiquette

• If you can not hear me speaking, make sure you have clicked Join Audio
• Please stay on mute during the workshop.
• You can contribute and ask questions in the Zoom chat. 
• Please have your camera turned on if you can
• This session is for parents and carers only.
• We will be recording this session for parents who can not make it. 



AGENDA

• The Internet – The Good, The Bad and The Ugly…

• What are your children doing online?  

• Sharing Too Much Information 

• Getting a Grip on Gaming

• The Reality of Cyberbullying 

• Is That Real?

• Support for Parents and Children 

• Online safety at Elsley Primary School

• Q & A and Evaluation



THE INTERNET IS 
AN AWESOME 

PLACE!



THINK ABOUT HOW 
IT’S CHANGED THE 

WAY WE

SHOP



THINK ABOUT HOW 
IT’S CHANGED THE 

WAY WE

COMMUNICATE AND 
SHARE



THINK ABOUT HOW 
IT’S CHANGED THE 

WAY WE

FIND OUT 
INFORMATION



THINK ABOUT HOW 
IT’S CHANGED THE 

WAY WE

DELIVER TRAINING!



But it has a 
dark side 

too… 

Credit: BBC News



• How to keep yourself safe on all devices that connect to the internet. 

• Knowing how to protect your identity and data.

• Understand the risks of interacting with others online

• Being aware of the content you may encounter

• Knowing what to do if you have problem.   

Schools have a legal duty of care to try to protect pupils, not just from 

online predators, but also from other online risks such as cyber-

bullying, fraud and pornography. It’s a tough ask. Most schools monitor 

internet use and rely on filters to block certain sites, but censorship 

alone isn’t enough. EDUCATION IS KEY!

What is Online Safety?

How important is it?



What are the risks?

What do you think 
these could look like 

for your children? 
Discuss.

Content

Contact

Conduct

Commerce

Being exposed to illegal, inappropriate or harmful words, 
images, videos or audio. 

Being subjected to harmful online interaction with other users.

Their online behaviour causing harm or offense.

Risks with a financial or contractual element

THE 4 C’S OF ONLINE SAFETY



Quiz Time!

Be honest and keep track of your own score! 

Content Contact Conduct Commerce

You are going to see 7 statements. 
You have to pick which risk the statement would come under. 



QUESTION 1

It is important for children to realise 
that new friends made online may not 
be who they say they are.

Content Contact Conduct Commerce



QUESTION 2

Children need to be aware of the impact 
that their online activity can have on 
both themselves and other people.

Content Contact Conduct Commerce



QUESTION 3

Spending money, sharing data and 
being exposed to ads can happen across 
many apps and online platforms.

Content Contact Conduct Commerce



QUESTION 4

If a pupil's found to be the subject of 
online inappropriate sexual interactions, 
you must report it to the police.

Content Contact Conduct Commerce



QUESTION 5

Some games and services are age-rated 
or age-restricted. Common Sense Media 
is a good place to get advice on this.

Content Contact Conduct Commerce



QUESTION 6

Some children feel pressure to spend 
money on items or merchandise, 
particularly in games.

Content Contact Conduct Commerce



QUESTION 7

Children need to consider the reliability 
of online material and be aware that it 
might not be true.

Content Contact Conduct Commerce



How did you do?

What was your score out of 7?



Why Commerce became a risk…

Credit: BBC News



The 
dangerous 
power of 

influencers



The stats speak for 
themselves

Source: Ofcom, NSPCC

Livingstone, Lilley et al,

McAfee, Martellozzo et al



https://www.ofcom.org.uk/__data/assets/pdf_file/0024/234609/childrens-media-use-and-attitudes-report-2022.pdf





Your children’s 
Online Habits

Do you always know what 
your children do online?

Do you always know who 
they interact with?

Do you always know what 
online content they are 
viewing?

Do you always know what 
that content is rated?



What does your child read before bed?
How could this be prevented?



Quiz 2 - How many of these digital logos do you recognise?

WeChat

Zoom

Discord

Reddit9                        10                        11               12            13            14           15    16

Signal Facetime

X (Twitter)1                  2                3      4        5            6       7      8

Telegram17              18            19       20          21          22         23         24



https://www.ofcom.org.uk/__data/assets/pdf_file/0024/234609/childrens-media-use-and-attitudes-report-2022.pdf

Why do you 
think these are 

the most 
popular apps?



What are these? What do they mean?



How could your child be communicating
with strangers online?

• E-mail

• Instant/Direct Messaging (WhatsApp)

• Social Media post

• Blogging  /  Vlogging through YouTube

• Verbal / Text / Video Communication 
through online gaming

• Video Communication through Skype / 
Zoom / FaceTime / Instagram /  TikTok

• Exchange images / video clips by 
phone such as Snapchat

• Comments on posts/updates/photos





The minimum age to open an account on 
Facebook, X (Twitter), Instagram, Pinterest, 
TikTok, Tumblr and Snapchat is 13.
For Whatsapp, it’s 16. 
For Tinder and Hinge it’s 18.

YouTube requires account holders to be 18, 
but a 13 year old can sign up with a parent’s 
permission.  

Social Media Age Limits



Social Media sites 
for kids

Aimed at children.

Never 100% safe. 

https://www.commonsensemedia.org/lists/safer

-social-media-and-messaging-apps-for-kids



Sharing too 
much 

information

What is risky about
this photo that was 

posted online?



Information 
hidden in photos





RISKS OF LOCATION 
SERVICES

This can be beneficial for 
parents but a risk for 

strangers…

• Target for street robbery

• Sharing location unwittingly

• Photos have locations 
attached

• Photos/Videos shared 
and then stolen 



• ALL images sent on any 

device can be captured!

• Video conferencing can be 

captured!

• Once you send it to ONE 

friend or post it to ONE site, 

you’ve lost all control of 

where it goes next! 

Lost control



Online Sexual Harassment

• Unwanted sexual conduct on any digital 
platform.

• Recognised as a form of sexual violence.
• Can happen between children and 

young people.
• Could take the form of images, videos, 

posts, messages etc.
• Can make people feel threatened, 

exploited, coerced, humiliated, upset, 
sexualised or discriminated against.



Sharing nudes

• Also know as sexting.

• Taking or sharing nudes can include 
partial nudity or sexually explicit 
images or videos.

• If the person in the image is -18, 
then it is illegal.

• It is illegal to create, distribute or 
possess an indecent image of a 
child. 

• Police take a common sense 
approach and are not seeking to 
criminalise young people.

• A younger child who has access to a 
camera phone may not understand 
the consequences of sending a 
photo of this nature to someone. 



• The emotional and reputational 
damage of an explicit photo can be 
traumatising for the victim.

• The Internet Watch Foundation 
(IWF) works hard to remove child 
sexual content from the internet.

• Whilst 11-13 year olds represent 
the biggest proportion of these 
kinds of images found online, 
there’s been an increase of images 
containing 7-10 year olds. 

Sharing nudes





TIPS WHEN GIVING CHILDREN 
A MOBILE PHONE

• A good time to allow your child to have a phone is when it is 
needed. i.e leaving the house alone – starting secondary school 

• Before buying a mobile find out what functions it has – Internet, 
private messaging, built in applications e.g. Location services

• Set parental controls where required – talk to the service provider 

• Do not allow mobiles in the bedroom at night; insist that they need 
to be charged overnight in your bedroom or the kitchen 



GAMING

What games do your 

children play?



PEGI (The Pan-European Game Information age rating system) was established in 
2003 to help European parents make informed choices 

Bad Language - Game contains bad language

Discrimination - Game contains depictions of, or material which may 

encourage, discrimination

Drugs - Game refers to or depicts the use of drugs 

Fear - Game may be frightening or scary for young children

Sex - Game depicts nudity and/or sexual behaviour or sexual 

references

Violence - Game contains depictions of 

violence

PEGI RATINGS



QUIZ 3

Do you know what these 
games are rated?

3  7  12  16  18



A battle royale game is an online multiplayer video game genre that

blends last-man-standing gameplay with the survival, exploration and

scavenging elements of a survival game. Battle Royale games involve

dozens to hundreds of players, who start with minimal equipment and then

must eliminate all other opponents while avoiding being trapped outside of a

shrinking "safe area" or "safe zone", with the winner being the last player or

team alive.



Although these games are marketed to be the 
‘coolest’ games out there, they are not suitable for 
primary aged children.



Are you happy for your child to be viewing 
content like this? What could be the impact?



• It contains lots of sexual content including 
strip clubs which offer topless dancers. 

• You can pick up prostitutes on the street 
and have intercourse with them in your car. 

• You can work as a freelance paparazzi 
taking pictures of celebrities, next thing you 
know you’re actively taking pictures of an 
outdoor sex scene. 

• There is plenty of violent killing and you 
actively take part in torture by pulling out 
some teeth, breaking some kneecaps and 
applying electricity to your victims.  

Grand Theft Auto V



If you’re not talking to your real 
friends...

Who are you talking to?

No way! 

I’m also 

a 9 year 

old girl!



Family Gaming 
Database

• Read game reviews
• Game Finder
• Age appropriate 

alternatives

https://www.familygamingdatabase.com



CHILDREN NEED TO TAKE 
RESPONSIBILITY FOR WHAT 

THEY PLAY…

• When they hear about a game or find one 

they want to play it, they should check it’s 

PEGI rating and content warnings to see if it 

is suitable for them to play. 

• Speak to their parents or teacher about it 

and discuss whether they should be playing 

it or not.

• Take responsibility as to how long they play 

games for and what time they play them 

until. 

• Don’t play a game just because they hear 

everyone else is playing it. 

• There are plenty of games out there with 

a 3 or 7 PEGI rating…



Plenty of good games rated 3 & 7



CAN YOU MATCH THE PLAYER TO 
THEIR GAMING PROFILE PICTURE?

1 2 3

A B C



TIPS FOR GAMING

• Leave all gaming devices in a family space. 

• Open up communication - talk to your child about the 
sites they are using and why they like them. 

• Explain that people lie online and they are not always 
who they say they are.

• Explain that people can be mean online and don’t 
always have their best interests at heart.

• Ask  them to never give out personal information. 

• Set parental controls. 

• Set time limits on how long they can game for. Allow 
time for non-technology based activities and allow an 
hour ‘screen free’ time before bed.



ONLINE BULLYING



This could include 
unkind messages or 
comments, the sharing 
of embarrassing 
photos or exclusions 
from group chats

Children need to 
understand their 
online actions 
can be just as 
hurtful as offline 
actions.

Online bullying can 
happen in many 
different ways. 

Young people 
need to know 
what to do if they 
or their friends 
are victims of 
online bullying.

Online
Bullying











Children need to be aware of misinformation and 
not believe everything they see online…

Have you noticed anything 
interesting about some the 

pictures in my presentation?



Children need to be aware of misinformation and 
not believe everything they see online…

THEY ARE ALL
A.I. GENERATED!



In the past year there has been explosion of AI tools 
including Chatbots and Image Generators

• A chatbot is a software application

that aims to mimic human

conversation through text or voice

interactions, typically online.

• A large language model, like Chat

GPT is a type of AI that has been

trained on a vast amount of text. It

can understand and generate

human-like text, answer questions,

write stories, or even help with

homework.



Although some AI tools are
rated 13 and have content
policies that will block certain
requests, think about the risks
to children who can access
these tools.



Discussing Vocabulary: AI & Digital Life

Deepfakes

AI-generated fake videos or images that 
allow people’s faces or bodies to be swapped 
or digitally altered.

Algorithm

A set of instructions or rules that AI follows to 
solve problems or make decisions. Think of it 
as a recipe a computer follows to do a task.

Data Mining
This is like a treasure hunt where AI 
searches through huge amounts of data to 
find useful patterns, trends, or information.

Disinformation

False information that is intended to 
deliberately mislead people.

Neural Network
A complex system in AI is designed to work 
like a human brain. It helps the computer to 
recognise patterns and understand various 
inputs like images or sounds.

Chatbot
A chatbot is an app or web interface that 
aims to mimic human conversation 
through text or voice interactions.

Terms you 

should knowArtificial Intelligence (AI)

AI is like a computer brain that can learn, think, 
and make decisions, similar to how humans do, 
but using computer programs.

Machine Learning

A part of AI where computers learn from data. It's 
like teaching a computer to recognise patterns 
and make predictions based on past examples.



Task
Year 6 Activity Example

Time to be Phishing Detectives… 

Investigate the 6 emails/messages

• Can you identify which are genuine and which are 
phishing scams?

• What makes you either suspicious of a fake or 
reassured that it’s genuine?

DON’T GET SCAMMED!



REAL



SCAM



SCAM



SCAM



REAL



SCAM



Top Tips Summary

● Sender’s Email Address

● Subject line

● Your name in greeting line

● Spelling, grammar and typos

● Suspicious links & attachments

● Unusual requests from people you know

● Fake company logos

● Disconnect from the internet if computer is compromised



Supporting Parents 
and children

• Take an interest in your child’s online 
activities and engage with them. 

• Adults and children use the internet 
in different ways.

• Use technology with them. 

• Do not become a ‘sharent’ - lead by 
example. 

• Talk to other parents about any 
issues. 

• Open minded to technology.

• Ask the school for advice.  



ChildNet https://www.childnet.com/

CEOP https://www.ceop.police.uk/Safety-Centre/

NSPCC https://www.nspcc.org.uk/

Childline https://www.childline.org.uk/

ThinkuKnow https://www.thinkuknow.co.uk/

UK Safer Internet Centre https://saferinternet.org.uk/

Internet Matters https://www.internetmatters.org/

National Online Safety https://nationalonlinesafety.com/

School Website 

https://www.elsley.brent.sch.uk/curriculum/online-safety

Useful links for parents

https://www.childnet.com/
https://www.ceop.police.uk/Safety-Centre/
https://www.nspcc.org.uk/
https://www.childline.org.uk/
https://www.thinkuknow.co.uk/
https://saferinternet.org.uk/
https://www.internetmatters.org/
https://nationalonlinesafety.com/
https://www.elsley.brent.sch.uk/curriculum/online-safety


Setting up Family 
Link takes approx.  

15 minutes.

• Screen Time
• Parental Control
• Location tracking









Online Safety
Resources

for children

Links will be available in the handout



The SMART Rules

Poster in handout



Online Safety at Elsley Primary

• Online safety topic taught frequently within the curriculum

• Staff and Children Acceptable Use Agreements signed 

• Pupils have access to online safety resources through The Elsley 
Internet Hub

• Autumn term: Online Safety Display Competition
Spring term: Safer Internet Day Assembly and activites

• Online safety training for parents and all staff

• Online safety policy updated annually

• Digital Leaders (Year 4 – 6) 

• Online safety incidents logged within our Safeguarding systems.  

• Staff only use appropriate websites, LGfL filtering blocks inappropriate sites. Pupil information can only 
be accessed by those in the school.

• Online safety display in the Computing Suite.  SMART rules and Cyberbullying      

• Supportive posters are displayed in classrooms. 



Thank you for coming…..

Any questions?

Please complete the
Session Evaluation 

in the chat:
https://forms.gle/DCFu93oeaudiXXTg8

https://forms.gle/DCFu93oeaudiXXTg8

